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OIIPEJEJIEHUA

B HacTosimieM JOKYMEHTE MCIOJB3YIOTCS CIEAYIOIME TEPMHUHBI W HUX
ONpPEIECIICHHUS.

ABTOMATH3MPOBAaHHAsl CHCTEMa — CHCTEMA, COCTOAIIAs M3 MEPCOHANA U
KOMIUIEKCA  CpPEICTB  aBTOMATH3alUd  €r0  JESATENbHOCTH,  pEaM3yrouas
MH()OPMAIIMOHHYIO TEXHOJOTHIO BBITTOJTHEHUS YCTAHOBICHHBIX (DYHKITUH.

AyTeHTUUKALMA OTHPABUTENS [JTAHHBIX — TMOJATBEPKICHUE TOrO, YTO
OTHPABUTENb MOJTYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

be3onacHOCTh NMEePCOHANBHBIX  JAHHBIX — COCTOSIHUE  3alIUIIEHHOCTHU
NEPCOHANBHBIX JAHHBIX, XapaKTEPU3YEMO€ CIIOCOOHOCTHIO MOJIh30BaTEIEH, TEXHUUECKUX
CpeACTB W HUH(POPMAIMOHHBIX TEXHOJOTUM 00ecrneunTb KOH(GUISHIIMATBHOCTD,
IIEJIOCTHOCTh W JIOCTYITHOCTh TEPCOHAIBHBIX JaHHBIX TP UX 00paboTke B
UHOOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX.

Bbuomerpuueckue NMEepPCOHAJIbHbIE  JaHHbIE —  CBEJCHHS, KOTOpBIE
XapaKTepu3yroT (HU3MOJOTUYECKHE OCOOECHHOCTH YENOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUTH €r0 JINYHOCTh, BKIItOUasi (hoTorpaduu, OTHEUYATKH MaJbIEB, 00pa3
CETYaTKH Ti1a3a, 0COOCHHOCTH CTPOSHUS Tella U JPYTYIO M0I00HYI0 HHPOPMAIIHIO.

baokupoBaHne mepcoHANBLHBIX JAHHBIX — BPEMEHHOE IMpeKpalieHue coopa,
CUCTEMATU3AllMM, HAKOIUICHUS, WCIOJb30BaHUs, PACHPOCTPAHEHUS, NEPCOHAIBHBIX
JNAHHBIX, B TOM YHCJIE UX NIEpEeaauH.

Bupyc (koMNnbIOTepHBbIii, MIPOrPAMMHBII) — UCTIOJIHSAEMBIM TPOTPAMMHBIA KO/T
WIM  UHTEPHPETUPYEMbIi  HA0Op  MHCTPYKIMKA,  OOJamaromuii  CBONCTBAMU
HECAHKIMOHUPOBAHHOTO PACHpPOCTpaHEHUsi W camoBocnpousBenaeHus. (Co3maHHbIe
OyOnMKaThl KOMIBIOTEPHOTO BHpyca HE BCErJla COBMANAIOT C OpPHWTHMHAJIOM, HO
COXPaHSAIOT CHOCOOHOCTH K JIaJbHEUIIIEMY PACIPOCTPAHEHHUIO U CAMOBOCIIPOU3BEACHHUIO.

BpenonocHasi nporpaMmMa — nporpaMmma, peHa3Ha4YeHHas J1JIs1 OCYIIECTBICHUS
HECAHKIIMOHUPOBAHHOTO JOCTYIa U (MJIM) BO3ACHCTBUS HA MEPCOHANIbHBIE JaHHbIE WU
pecypcbl MHPOPMAIIMOHHOW CUCTEMBI IEPCOHANIBHBIX TAHHBIX.

BcnomorareibHble TEXHHYECKHE CpPeIcTBa M CHCTEMbI — TEXHUYECKUE

cpeacrtBa U CHUCTCMbI, HC IIPCAHA3HAYCHHLIC IJIA IICPCaAaydu, O6pa6OTKI/I N XPaHCHUA



MCPCOHAIIBHBIX JAHHBIX, YCTAHABINBACMbBIC COBMCCTHO C TCXHHUYCCKMMU CPpECACTBAMH N
CuCreMamMy, IMNPCAHASHAYCHHBIMHA JJIA O6pa6OTKI/I INEPCOHATTBHBIX OaHHBIX HIIN B
MOMEIICHUSIX, B KOTOPBIX YCTAaHOBJICHBI MH(POPMAITMOHHBIE CUCTEMBI MEPCOHATBHBIX
JTAHHBIX.

JocTyn B onepauMoHHy10 cpeay KoMiboTepa (MHGOPMAIIMOHHOU CHCTEMbI
NMEPCOHAIBHBIX JIAHHBIX) — TIOJYYEHHE BO3MOXKHOCTH 3allyCKa Ha BBIIOJHEHUE
IITaTHBIX KOMaH, (DYHKIIMM, TPOIEAYp OIEPAIIOHHOM CHUCTEMBI (YHHUTOKCHUHS,
KOTIMPOBAHUSI, TIEPEMEIICHHUS | T.I1.), UICTIOTHIEMBIX (PaliIOB MPUKIIATHBIX TIPOTPAMM.

Joctyn k wuH(OpPMAIMH — BO3MOXKHOCTH TOJydeHHs] HWHGOPMAIMM H €€
VCIIOJIb30BAHUSL.

3aki1aI04HOe YCTPOMCTBO — 3JIEMEHT CPEACTBA CheMa HMH(OpMAIMU, CKPHITHO
BHE/IPSIEMbId  (3aKJIabIBACMbIi WM BHOCHMBIA) B MeCTa BO3MOXKHOIO CheMa
uHbopMaIu (B TOM YHCJIE B OrpaXJACHUE, KOHCTPYKIIMIO, 000pYA0BaHHUE, MPEAMETHI
UHTEphEpa, TPAHCIIOPTHBIE CPEJICTBA, a4 TAKKE B TEXHUYECKHE CPEJICTBA U CHUCTEMBI
00paboTku nHpopMaIum).

Jammmaemasi uHopmamusa — UHPOpMAIMA, SABIAIOMIAACT — MPEAMETOM
COOCTBEHHOCTH U TOJyIEKaIasl 3allUTe B COOTBETCTBUM C TPEOOBAHUSAMH MPABOBBIX
JOKYMEHTOB WM TPEOOBAHUSMH, YCTAaHABIMBAEMBIMUA COOCTBEHHUKOM MH(OPMALIUH.

Nnenrudguxanusi — TPUCBOCHHE CYOBEKTaM H©  OOBEKTaM  JOCTyIa
uaeHTuduKaropa 1 (WIM) CpaBHEHUE MPEIbIBIIEMOrO UACHTU(UKATOpA C TEPEUHEM
PUCBOEHHBIX UJEHTU(PHUKATOPOB.

NudopMaTUBHBIM  CUIHAJ — DJIEKTPUYECKUE CUTHAIBL, aKyCTUYECKUE,
AIIEKTPOMArHUTHBIE U JApyrue (PU3nNyuecKue mojis, Mo rnapaMerpam KOTOPhIX MOXKET ObITh
packpsbITa KOH(pUACHIATTbHAS uH(popMarms (TIepcoHaTbHbIE JTAHHBIE)
oOpabatbiBacMas B UHQOPMAIMOHHOM CUCTEME TIEPCOHATBHBIX TAHHBIX.

Nudopmannonnas  cucremMa  mnepcoHajJbHbIX  aaHHbIXx  (MCIIIH) —
nHpOpMaMOHHAs CHUCTEMa, MPEJCTaBIIAIONIAs COOOW COBOKYIMHOCTH IEPCOHAIBHBIX
JAHHBIX, COJIEp)KAIMXCS B 0a3e JaHHBIX, a Takke MHGOPMAIIMOHHBIX TEXHOJIOTHUU M

TCXHHUYCCKHUX CPCACTB, IMO3BOJAIOIMNX OCYHICCTBIIATH 06pa60TKy TaKHUX IICPCOHAJIBbHBIX



JaHHBIX C HCIIOJb30BAHUEM CPCACTB aBTOMATU3allUKW HIIN 0e3 HMCIOJb30BaHUA TaKHUX
CpE/ICTB.

Nudopmanmonnble TEXHOJIOTHM — TIPOIECCHI, METOABI TIOMCKa, CcOopa,
XpaHeHws1, 0OPaOOTKH, TPEIOCTABIICHHS, PACIIPOCTpaHEHUsI MH(GOPMAIMA U CITOCOOBI
OCYITIECTBIICHUS TAKHUX MPOIIECCOB U METOJIOB.

Hcnosib30BaHue MNePCOHAJIBHBIX JaHHBIX — JIWCTBUA  (omepamuu) C
NNEpCOHAIbHBIMN JaHHBIMH, COBCPHIACMBIC OIICPATOPOM B HCJIAX IMPHHATUA peI]_ICHI/Iﬁ
NI COBCPIICHHA HHBIX HeﬁCTBHﬁ, MopoXJarmux HOPpUANYCCKUC TIIOCICACTBUA B
OTHOIICHUN CY6’E>CKT8 NMCPCOHAJIBHBIX HAHHBIX WJIH APYIUX JIAI 1100 MHBIM 06pa30M
3aTparuBarOIuX IMpaBa u CBO6OI[BI Cy6’beKTa MEPCOHAJIBHBIX JAHHBIX WJIN APYI'UX JIAII.

Hcrounuk yrpo3sl 0e30nmacHOCTH HMH(pOPMAIMM — CYOBEKT JIOCTYIIA,
MarepuaibHbli  OOBEKT WM (PU3UYECKOE SIBJICHUE, SBJAIOUMECS MPUIUHON
BO3HUKHOBEHHS YTPO3bl 0€3011aCHOCTH HH(GOPMAITUH.

KoHTposmpyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOPHUS, 3[aHUE, YaCTh 37aHM,
MIOMEILIEHHE), B KOTOPOM HCKIIFOYEHO HEKOHTPOJIMPYEMOE MPEObIBAHUE MOCTOPOHHUX
JIMLI, @ TAKKE TPAHCTIOPTHBIX, TEXHUYECKUX Y MHBIX MATEPUATIbHBIX CPEJICTB.

KonpuieHIMaIbHOCTh  MEPCOHAJIBHBIX  JAHHBIX —  00s3aTelibHOe  JJIsI
COOJTFO/IEHUSI OTIEPATOPOM MJIM MHBIM TIOTYYHMBILIUM JOCTYII K MEPCOHABHBIM JAHHBIM
JUIIOM TpeOOBaHWE HE JIONYCKaThb MX paclpoCTpaHEHHWE Oe3 coryiacusi CyOBhEeKTa
NEPCOHATBHBIX JaHHBIX WJIA HAMYKS MHOTO 3aKOHHOT'O OCHOBAHHUSI.

MesxceTeBoii IKpPaH — JIOKATbHOE (OJHOKOMITOHEHTHOE) WM (hYyHKIIMOHAIBHO-
pacripeieJIieHHOE TPOrpaMMHOE  (TIPOrpaMMHO-aNMapaTHOE) CPEACTBO  (KOMILIEKC),
pean3yIolee KOHTPOJIb 3a HH(pOpMAIMel, MocTymnaomeid B HH(DOPMAIMOHHYIO
CHCTEMY MEPCOHATBLHBIX JAHHBIX U (WJIM) BRIXOAAIIECH U3 MH(DOPMAIIMOHHON CUCTEMBI.

Hapyummmresis 0€30MaCHOCTH TEPCOHAJIBHBIX JAHHBIX — (DU3HUYECKOE JIUIIO,
CIly4yallHO WA TIPETHAMEPEHHO COBEPILAIONIEEe JCHCTBUSL, CIEICTBHEM KOTOPBIX
SBJSIETCS. HapyllleHWe Oe30MacHOCTH TEePCOHAIBHBIX JAaHHBIX TPU HUX 00padoTKe

TCXHUYCCKNMU CPCACTBAMU B I/IH(bOpMaHI/IOHHI)IX CUCTCMAX IICPCOHAJIbHBIX JTAHHBIX.



HeaBromaTn3npoBanHasi o0pa00oTKa NepPCOHAJIBHBIX JaHHBIX — 00palOoTKa
MNSPCOHAIIBHBIX NAHHBIX, COACPKAIIUXCA B I/IH(i)OpMaI_II/IOHHOI\/'I CUCTEMC INICPCOHAIBHBIX
JAHHBIX JIUOO W3BJICYEHHBIX M3 TAaKOM CHUCTEMBbI, CUMTAETCS OCYIIECTBICHHOW 0O€3
WCIIOJIB30BaHUSl CPEJICTB aBTOMAaTH3allMu (HEAaBTOMATU3UPOBAHHOM), €CIU TaKue
I[eflCTBHSI C MNepCcoOHaJIbHBIMHA JaHHBIMU, KaK HUCIIOJB30BAaHUC, YTOYHCHHUC,
pacupoCTpaHCHNEC, YHHUUYTOKCHHUC IICPCOHAJIBHBIX AAHHBIX B OTHOHICHHWH KaXIA0I'o M3
CY6’bGKTOB NEPCOHATIBHBIX JAHHLIX, OCYIICCTBIAIOTCA IIPU HCITOCPECACTBCHHOM YUAaCTHUHU
YeJIOBEKA.

HenekapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAJIBHBIE BO3MOYKHOCTH
CPEIICTB BBIUMCIIUTEIIbHOM TEXHUKH, HE OINMCAHHBIE WM HE COOTBETCTBYIOIIVE
OIMCaHHBIM B JIOKyMEHTAIUH, MPU UCHOJIHL30BAHUHA KOTOPHIX BO3MOXKHO HApYIIICHUE
KOH(PUICHIIMATBHOCTH,  JIOCTYIIHOCTH ~ WJIM  IEJIOCTHOCTH  0OpalaThIBaeMOil
UH(pOpPMALIIH.

HecaHKUMOHMPOBAHHBIN JOCTYNl (HECAHKIIMOHUPOBAHHbIC ICUCTBUS) —
JIOCTYn K wuH(MOpMAIMU WM JICHCTBUS C HWH(OpMALMEH, Hapylllarolme MpaBuiia
pasrpaHUyeHHs] JOCTyNa C WCHOJIb30BAHHWEM INTATHBIX CPENICTB, IMPEIOCTABIIEMBIX
MH(OPMALIMOHHBIMU CUCTEMAMHU MEPCOHATBHBIX JaHHBIX.

Hocurens nngopmanum — rsryeckoe U0 WA MaTepualbHbIi OOBEKT, B
TOM YHCIIe PU3UMIECKOE MOJIE, B KOTOPOM MH(POpMAIHS HAXOIUT CBOE OTPLKEHUE B BUIC
CHMBOJIOB, 00Pa30B, CUTHAIIOB, TEXHUYECKUX PEILICHUI U TIPOLIECCOB, KOMMYECTBEHHBIX
XapaKTEPUCTUK (PU3NUECKUX BEIIMYHH.

Oo0e31nunBaHUe NMEPCOHAIBHBIX JAHHBIX — JCHUCTBUS, B PE3yJIbTAaT€ KOTOPBIX
HCBO3MOJXHO OIIPCACINTb IIPHHAMICIKHOCTb IICPCOHAJIBHBIX JaHHBIX KOHKPCTHOMY
CyOBEKTYy MEPCOHAIIbHBIX JaHHBIX.

O0OpaboTka  NEpPCOHANBHBIX  JAHHBIX —  JICHCTBUA  (Omepauuu) ¢
MEPCOHAILHBIMU JJAHHBIMU, BKJTIOYAsi COOp, CUCTEMATU3AINIO0, HAKOIIJICHUE, XpaHEHNE,
yroyHeHue (OOHOBJIEHHE, M3MEHEHHE), HUCIMOJIL30BaHUE, PACIPOCTpaHEHHE (B TOM
qucie Tepenady), 00e3MurBaHue, OJIOKMPOBAHUE, YHUUYTOKEHHUE MEPCOHATBHBIX

TAHHBIX.



OﬁIHCIIOCTyHHLIe NMEPCOHAJTBbHBIEC NAaHHBbIC — TICPCOHAJIBHBIC JAaHHBIC, NOCTYII
HEOTPAaHUYEHHOI'0 Kpyra JIMI K KOTOPBIM MPEJOCTABIEH C corjacus CcyObeKTa
MNSPCOHANIBHBIX JaHHBIX HWJIM Ha KOTOPBLIC B COOTBCTCTBHH C Q)eﬂepaHBHBIMI/I 3aKOHaAMH
HE pacIrpoCTpaHseTcs: TpeOoBaHUE COOMI0IEHUS KOH(UICHIINATBHOCTH.

Omneparop  (mepcoHaJBHBIX  AAHHBIX) —  TOCYHAPCTBEHHBIM  OPIaH,
MYHUITUTIATGHBIN  OpraH, FOPUANYECKOe WM (DU3HUECKOE JIMI0, OPTraHM3yIoImee M
(MM) ocyIIecTBIIsIIoNIee 00pabOTKY MEPCOHATIBHBIX JAHHBIX, a TAKXKE OMPEICIISIOIIIE
1IEJTM U COJICpKaHUe 00padOTKU MEPCOHAIBHBIX JTAHHBIX.

TexHuueckne cpeacTBa HH(GOPMAIMOHHON CHCTEMBI IEPCOHAIbLHbBIX
JAHHBIX — CPE/ICTBA BBIUHMCIUTEIIFHON TEXHUKH, WH()OPMAITMOHHO-BHIYHUCIATEIHHbIC
KOMILJIGKCHl U CETH, CPEJICTBA M CUCTEMbI mepenaud, npuema u obpadotku I[1/[H
(cpeacTBa W CHCTEMBI 3BYKO3AIWCH, 3BYKOYCHJICHHSI, 3BYKOBOCIPOM3BEICHMS,
NICPETOBOPHBIE M TCIICBU3WOHHBIE  YCTPOMCTBA,  CPEICTBA  HM3TOTOBJICHMSI,
TUPAKUPOBAHUS JIOKYMEHTOB M JPYre TEXHUUYECKHE CPEICTBA OOPaOOTKM PEUEBOM,
rpaduyueckoi, BUIe0- U OyKBeHHO-1IM(POBOM MH(OpMAIIUK), TIPOrPaAMMHbBIEC CPEICTBA
(omepalMOHHbIE CHCTEMbI, CUCTEMbI YIpaBJICHUs 0a3aMy JAHHBIX U T.I.), CPEICTBa
3aIUTh THPOPMAITUH, TPUMEHSIEMbIE B MTH(DOPMAITMOHHBIX CHCTEMAaX.

IlepexBat (uHpoOpMAUMU)— HEIPABOMEPHOE TMOJydeHUE HHPOPMAIIUU C
UCITOJTb30BAaHUEM TEXHUYECKOT'O CPEJICTBA, OCYIICCTBISIONIETO OOHApYXEHNE, TIPUEM U
00paboTKy HH(OOPMATUBHBIX CUTHAJIOB.

IlepconajibHbIe JaHHBIE — JTt00ast HHGOPMAITUS, OTHOCSIIAACS K ONPEACICHHOMY
WM OTIpeIeNIIEMOMY Ha OCHOBaHHMH Takod nH(opmarmu GusndeckoMmy JuIly (CyOBeKTy
MIePCOHAIBHBIX JIAHHBIX ), B TOM YHUCJIE ero (GaMHINs, UMs, OTIECTBO, IO, MECSII, 1aTa U
MECTO POXIEHUS, aJIpeC, CEMEHWHOE, COLNUAIBHOE, HMMYIIECTBEHHOE IOJIOKEHHUE,
oOpazoBanue, mpodeccusi, 10X bl, Apyras HHGOPMAIIHSL.

IToO0ouHBIE JICKTPOMAIrHUTHBIC U3JIYYCHUA U HABOAKH — DJICKTPOMArHUTHEBIC
W3ITy4YeHUsS  TEXHUYECKUX  CPeACTB  O0pabOTKM  3ammiaeMor  wHGopMaIuu,
BO3HUKAOMIIUE KakK MMOOOYHOE SIBJICHWE W BBI3BAHHBIC QJICKTPUYCCKUMHU CHUI'HAJIaMMU,
HeﬁCTBYIOIHHMH B UX OJICKTPUYCCKUX M MAarHUTHBIX LCIIAX, 4 TAKKE 3JICKTPOMArHUTHBIC

HaBOAKH 3THX CUI'HAJIOB HAa TOKOIIPOBOAAIINUC JIMHUH, KOHCTPYKIIMH U LCIIW TN TaAHWA.



IMonmuTKAa «YMCTOrO CTOJA» — KOMIUIEKC OpPTraHU3alMOHHBIX MEPONPUSIITUH,
KOHTPOJIMPYIOIIUX OTCYTCTBHUE 3alUCHIBAHUS Ha OyMa)KHbIE HOCUTEIM KIIOYeHd U
aTpuOyTOB JocTyna (mapojei) u XpaHeHus: uX BOJIU3H 00BEKTOB JOCTYIIA.

IMonb3oBaTesb MHGPOPMANUOHHONH CHCTEMBI MEPCOHAJBHBIX JAHHBIX — JIUIIO,
ydacTBywoIiee B (YHKIMOHUPOBAHUM HWH(OOPMAIIMOHHONW CHUCTEMbl TEPCOHATBHBIX
JAHHBIX WIW UCTIONB3YIOIIee PE3yIbTaThl €€ (DYHKIIMOHUPOBAHUS.

IIpaBuaa pa3rpaHuyveHust aoCcTyna — COBOKYITHOCTb paBu,
perjiaMeHTUPYIONINX MpaBa A0cTyna CyObeKTOB JIOCTyIa K 00bEKTaM JIOCTYIIA.

IIporpamMmmHas 3akjaaka — KOJ IPOrpamMMbl, TNPEIHAMEPEHHO BHECCHHBIA B
nporpaMMy C II€JIbI0 OCYIIECTBUTh YTEUKY, WU3MEHUTh, OJIOKUPOBATh, YHUUTOXKHUTh
uHQOpMalMI0 WM YHUYTOXKUTh W MOJUQPUIMPOBATH MNPOrpaMMHOE oOOecTeueHue

PIH(l)OpMaIIHOHHOP'I CUCTCMBI IICPCOHAJIBHBIX TAHHBIX U (I/IJII/I) 6J'IOKI/IpOBaTB allIapaTHbIC

CpEACTBA.
IIporpammuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/1eiicTBHE —
HECAaHKIIMOHUPOBAHHOE BO3JICCTBUE Ha pecypcbl aBTOMAaTU3UPOBAHHOMN

UH(POPMAIIMOHHONH CHCTEMBI, OCYIICCTBISIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
IPOTPaAMM.

PackpbiTHe TEPCOHAJBHBIX JAHHBIX — YMBIINICHHOS WM Cly4alHOe
HapyIIeHUEe KOHPUICHIINATLHOCTH ITIEPCOHATBHBIX JTAHHBIX.

PacnpocTpaHeHHe TNEePCOHAJbHBIX JaHHBIX — JICHCTBHS, HaIlpaBJICHHBIC Ha
nepenayy  IEPCOHAJIbHBIX  JIAHHBIX  ONPEICICHHOMY Kpyry Jmi  (mepeaada
IEPCOHAJIBHBIX JIAHHBIX) WM Ha O3HAKOMJICHHE C IIEPCOHAIBHBIMU JaHHBIMHU
HEOTPAaHUYCHHOTO Kpyra JIMI, B TOM YHcJie 0OOHApOJOBaHUE MEPCOHATBHBIX JaHHBIX B
CpencTtBax  MaccoBo  uH(opMmManuu, — pa3MemeHne B WHGOPMAIMOHHO-
TEJICKOMMYHHMKAIIMOHHBIX CETSIX WM MPEIOCTaBICHHE JOCTylMa K IEPCOHATBHBIM
JTAHHBIM KaKUM-JIH00 MHBIM CIIOCOOOM.

Pecypc uHpOpMaUMOHHOM CHCTEMbI — WMEHOBAHHBIA 3JEMEHT CHUCTEMHOIO,

MPHUKJIATHOTO WJIM ammapaTtHoro obecriedeHusi QYHKIIMOHUPOBAHUS WH()OPMAIMOHHON

CUCTCMBI.



CneunanbHble KATErOPUU MEPCOHATBHBIX JAHHBIX — MIEPCOHATBHBIC JAHHBIE,
Kacarolluecs: pacoBOM, HAIIMOHAJIBHOW MPUHAJJICKHOCTH, MOJUTUYECKUX B3TJISI/IOB,
PEAUTHO3HBIX WK PUI0ocoPCKUX yOeKACHUN, COCTOSTHUS 370POBbsl U UHTUMHOM KU3HU

cyOBbeKTa MepCOHATBHBIX IAHHBIX.

CpencrBa BbIMHCIMTEIbHOW TEXHMKH — COBOKYITHOCTh TPOTPAMMHBIX H
TEXHUYECKHUX 3JIEMEHTOB CHCTEM 00paOOTKH JTAaHHBIX, CTIOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOSITEJILHO WJIM B COCTaBE JIPYTUX CUCTEM.

CyobekT aocryma (Cy0beKT)— JMIO WIM TPOLECC, JCHUCTBUS KOTOPOIrO
perIaMEeHTUPYIOTCS TIPaBUIIAMH Pa3TPaHUUEHUS JOCTYTIA.

Texnuueckuid KaHajd yTedkd HWH(OPMAIMU — COBOKYITHOCTh HOCHUTEIS
uHbopmai  (cpeacrBa  00pabOTKU), (U3MYECKOM  Cpelbl  PACHpPOCTPaHEHUS
MH()OPMATUBHOTO CUTHAJIA M CPEICTB, KOTOPHIMH JIOOBIBACTCS  3alllMINacMast
UHpOpMAaIHSL.

TpchrpaanHaﬂ nmepeaada MEPCOHAJIBbHBIX JAHHBbIX — nepeaadya
MIEPCOHAJIBHBIX JTAHHBIX OMEpPaTOpOM uepe3 [ ocynapCTBEHHYHO TpaHHUIly Poccuiickoi
denepanuu  opraHy BJIACTH  HMHOCTPAHHOTO TOCYJIapcTBa, (HU3WYECKOMY HJIU
HPUINYCCKOMY JIMITY HHOCTPAHHOTO IroCyaapCTBa.

¥Yrpo3bl 0e30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTH YCIIOBUH U
(haKTOpOB, CO3AIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CITy4ailiHOTO,
JOCTyNa K TEPCOHAILHBIM JIAHHBIM, PE3YJIbTATOM KOTOPOrO MOXET CTarb
YHUYTOXXEHUE, M3MEHEHHUE, OJIOKMpOBaHUE, KOMMPOBAaHUE, PACIPOCTPAHEHUE
NEPCOHATBHBIX JIAHHBIX, a TAKKEe MHBIX HECAHKIMOHUPOBAHHBIX JCHCTBUM TpU HX
00paloTKe B MHPOPMALIMOHHOW CUCTEME MEPCOHATIBHBIX JaHHBIX.

YHHMUYTOKeHHE TEePCOHATBHBIX JAHHBIX — JICHCTBUS, B PE3YJIbTare KOTOPBIX
HEBO3MOXXHO BOCCTAHOBUTH COZEPMKAHUE MEPCOHATIBHBIX JAHHBIX B MH(POPMALMOHHON
CUCTEME TMEPCOHATBHBIX [JAHHBIX WIM B PE3yJbTaTe KOTOPHIX YHUUYTOXKAKOTCS
MaTepuagbHble HOCUTEN MEPCOHAIBHBIX JAHHBIX.

Yr1euka (GammimaemMoi) wuHHPOPMAIMH 10 TEXHHYECKMM KAHAJIAM —

HEKOHTPOJIMPYEMOE  pactpocTpaHeHre HHGOPMAIMK OT HOCHUTEINS  3allUIIaeMOi



uHpopmai  yepe3  (pusMUECKyl0  cpeay 10  TEXHUYECKOTO  CPEJICTBa,

OCYITIECTBIISIOIIETO MePeXBaT NHPOPMAIIHH.

Yupe:kaeHue — yupexkJICHHUS 3paBOOXpPAHEHUS, COLMAIbHON cdephl, Tpyaa u

3aHSTOCTH.

Ysa3BUMOCTB — C11a00CTh B CPEJICTBAX 3ALIUTHI, KOTOPYIO MOKHO HCIOJIB30BATh
TSl HApYIIIEHUSI CUCTEMBI WITH COZIepKaIlieiics B Hel HH(pOpMaIIiHL.

HesocTHOCTL  MH(OPMaIMM —  CIIOCOOHOCTh  CPEACTBA  BBIYMCIIUTEIBHON
TEXHUKA WA aBTOMATU3UPOBAHHOW CHUCTEMBI OOECIIeUMBATH  HEU3MEHHOCTh
uHpOpMAIMM B  YCJIOBHAX CIy4alHOr0 W/WIM TPEIHAMEPEHHOTO MCKaKEHUS

(pazpy1ieHus).



OBO3HAYEHUA U COKPAIIIEHUA

ABC — aHTHBUpPYCHBIE CpEICTBA

APM — aBTroMaTU3MpOBaHHOE pabouee MECTO

BTCC — BciomorarenbHble TEXHUYECKHE CPEICTBA U CHCTEMBI
NCII I — nadopMaImoHHas CHCTEMa TIEPCOHATBHBIX JAHHBIX
K3 — kouTpOompyemas 301a

JIBC — nokasibHasi BBIYMCIUTEIILHAS CETh

MDD — MexCeTeBOM IKpaH

HC/I — HeCaHKIIMOHUPOBAHHBINA AOCTYI

OC — onepaiioHHas cuctema

[1JI1 — nepcoHanbHBIE TaHHBIE

[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3ACUCTBUE

[1O — nporpammHoe obecrieucHue

I[TOMMHMH — no60o4HbIe 37€KTPOMAarHUTHBIC U3JTyUCHHS 1 HABOJIKU
CA3 — cucreMa a”Hann3a 3alUIIEHHOCTH

C3U — cpencTra 3amuThl “HGOPMAIIUU

C3I1du — cucrema (moficucTemMa) 3alIUThl IEPCOHATBHBIX TAHHBIX
COB — cucrema o0HapyXKeHHUSI BTOPKEHUN

TKY U — Texanueckue KaHalbl yTeUKH HH()OpMAaluu

VYBI1JIH — yrpo3bl 6€301acCHOCTH IEPCOHATBHBIX TaHHBIX



BBEAEHUE

Hacrosimas Ilonutuka uHdopmanuonnoit 6e3onmacHoctn  ['KYCO  BO
«'OpOoXOBELKUN COLHATBHO-PEAOUTUTAIIMOHHBIA [EHTP JJIsl HECOBEPUICHHOJIETHUX
«Cembsi»  (manee — IlonuTuka) pa3paboTaHa B COOTBETCTBUU C IETSMH, 33aJlauaMH U
NpUHIUIAMU oOecrieueHus] Oe30MaCHOCTH MEePCOHANbHBIX JAHHBIX HW3J0KEHHBIX B
KoHuenuuu 3amuThl  NEPCOHANBHBIX JaHHBIX B HH(DOPMAIMOHHBIX CHCTEMa
nepcoHanbHbIX AaHHbIX [KYCO BO «opoxoBenkuil conuaibHO-peaduIUTallMOHHbBIN
HEHTP JUIs HecoBepuIeHHONEeTHUX «CeMbsi» (1arnee - YupexaeHue).

[lonutuka pazpaboTaHa B COOTBETCTBHH ¢ TpeOoBaHUsIMU DenepaibHOro 3aKoHa
or 27 wuwona 2006 Ne152-®3 «O mnepcoHaNbHBIX JOAaHHBIX» H IOCTAHOBIICHHMS
[IpaButennsctBa Poccuiickoit ®enepanuu ot 11 Hosiopst 2007 Ne 781 «O0 yTBepKaeHun
[Tonoxenust 06 o6ecrneyeHn 6€30MaCHOCTH EPCOHATBHBIX JAHHBIX MPU UX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMAaX MEePCOHAIbHBIX TAHHBIX).

B Tlonutuke omnpenenensl tpeboBanuss k nepconany WCII[H, crenenn
OTBETCTBEHHOCTH NEpCOHANIa, CTPYKTypa M HEOOXOIMMBIM YypOBEHb 3alIUILEHHOCTH,
CTaTyC U JOJDKHOCTHBIE OOS3aHHOCTH COTPYJIHUKOB, OTBETCTBEHHBIX 3a oOecreueHue

Oe3omnacHocTU nepcoHanbHbIX HaHHbIX B UCII/IH Yupexaenus.



1. O0mme moJI0KeHHU A

Lenwsro HacTosmei [lomutukm sBnsercs obOecreducHue OE30IMacHOCTH OOBEKTOB
3aIUTHl Y UPEKJICHHUS OT BCEX BUJIOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIJICHHBIX U
HEMpeTHAMEPECHHBIX, MHUHHUMU3AIMUSA yiiepda OT BO3MOXKHOW peaau3aluu  yrpos
6ezonacnoctu [1/1n (YBIIIH).

be3zonacHOCTh TEpCOHANBHBIX JAHHBIX JIOCTUTAETCAd IyTEM HCKIIOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJI€ CIy4aHOTO, TOCTYyMa K MePCOHATBHBIM JaHHBIM,
pe3yJabTaTOM KOTOPOTO MOXET CTaTh YHHUYTOXEHUE, H3MEHEHHEe, OJIOKHWpPOBaHUE,
KOMMPOBAaHMUE, PACIPOCTPAHEHHWE TMEPCOHANBHBIX  JIAHHBIX, a TakXKe HHBIX
HECAaHKIIMOHUPOBAHHBIX JIEHCTBUM.

Nudopmanuss u cBsizaHHBIE ¢ HEW pecypchl JOJDKHBI OBITh JOCTYMHBI IS
ABTOPU30BAHHBIX  TMOJb30BaTeneil.  JIOMKHO  OCYIIECTBIISITECS ~ CBOEBPEMEHHOE
oOHapyxeHue u pearupopanue Ha YBII/IH.

JIOJDKHO OCYIIECTBISATHCS MPEIOTBPAIlEHUE MPETHAMEPECHHBIX WU CIIYyYalHbBIX,
YAaCTUYHBIX WJIM TIOJHBIX HECAHKIIMOHUPOBAHHBIX MOIU(DHUKAIMA WM YHUYTOKCHUS
JAHHBIX.

CoctaB 0O0BEKTOB 3alUTHl TpejacTaBieH B llepedHe mepcoHaIbHBIX JaHHBIX,

IIOIEKAIIUX 3aIIUTE.



2. O0JacTh 1eiicTBUA

TpeboBanust Hactoswmend [TonMUTUKM pacnpocTpaHSIOTCS Ha BCEX COTPYIHUKOB
Opranu3anuu (IITaTHBIX, BPEMEHHBIX, pA0OTAIOIIKUX MO KOHTPAKTy U T.I.), @ TaKXe

BCEX MPOYMX JUIL (MOAPSIAYUKH, Ay TUTOPHI U T.11.).



3. Cucrema 3alIUThI NEPCOHAJIBHBIX JAHHBIX
Cuctema 3amuThl nepcoHanbHbIx HaHHbIX (C3II/IH), cTpouTCsS HA OCHOBAHUMU:
- [lepeyHst nepCOHANIBHBIX TAHHBIX, MOJICKAIIUX 3AIUTE;
- Axra knaccudukanu HHOOPMAIMOHHONW CUCTEMBI IEPCOHANIBHBIX JaHHBIX;
- Moaenu yrpo3 6e30MmacHOCTH NepCOHANBHBIX JaHHBIX;
- [lonoxxenuss O  pa3rpaHUYEHUW TMpaB JOCTynma K  oOpabaThiBaeMbIM
MEPCOHAIBHBIM JIAHHBIM;

- PykoBogsamux nokymentoB ®CTOK Poccun.

Ha ocHOBaHMM »JTHUX JOKYMEHTOB ONpEACISIETCS HEOOXOAMMBIM ypPOBEHB
samuiieHHoctd  [I/In xaxgoit WCII[H VYwupexnenus. Ha ocHoBaHumM aHanmu3a
aKTyaJdbHBIX yrpo3 OesomacHoctu [IJ]IlH ommcanHoro B Mogenu yrpos, aenaercs
3aKJIIOUYEHHE O  HEOOXOJAMMOCTH  HWCMOJB30BAaHUA  TEXHHUYECKUX  CPEJCTB M|
OpraHU3aIMOHHBIX MeponpusaThil 1 odecrieuenust 6e3onacHoctu I1/]n. BriOpanHbie
HEOOXOAUMBbIE MEPONpPHATUS OTpakarorcs B [lmaHe mepornpusaTvii o o0ecrneueHHIo
3amuthel I1J1H.

Hnsa xaxnpor WCIIJIlH momxkeH OBITh COCTaBIEH CIUCOK HMCIOJB3YyEMbIX
TEXHUYECKUX CPEJICTB 3aIUTHI, a TaK e MPOTPaMMHOr0 00eCTICUeHHS YIaCTBYIOIIErO B
obpabotke I1/]H, Ha Bcex anemenTax MCII/H:

- APM nonw3oBareriei;

- CepBepa NpuitoKEHUI;

- CYB/;

- I'panuna JIBC,

- KanayioB mepenaun B ceTd OOIIEro MOJB30BaHHUS M (HMJIIH) MEXIYHAPOIHOTO
oOMeHa, ecnu o HUM niepeaarotcs [1/1H.

Coucok  HCIONB3YeMBIX TEXHHYECKHUX CpEeACTB oTpaxkaercs B I[lmane
MEpPOIPUATUA MO  O0ECHEYEHUIO 3allUThl MEePCOHAIBHBIX  JaHHBIX. CHHCOK
HCTIOJIb3YEMBIX CPEACTB JOJKEH IOJJICPKUBATHECS B aKTyaJdbHOM cocTosiHUU. l[lpun
W3MEHEHHUHU COCTaBa TEXHUYECKUX CpeAcTB 3amuthl uian snemeHtoB MCII/IH,

COOTBCTCTBYIOIINMC H3MCHCHHA OOJIKHBI ObITh BHeceHbl B CIIHCOK M YTBCPIKACHBL



PYKOBOJUTCIIEM yqpe)KI[CHI/Iﬂ WiIn JUIOM, OTBCTCTBCHHBIM 34 oOecrieueHue 3a111UTHI

I11H.



4. Ioan3oarean UCIIIn

B NUCIIIn Opranusanuy MOKHO BBIIEINTH CIEAYIOIIME TPYIIIBI 1OJIb30BATENEH,
y4acTBYIOIIHUX B 00paboTke u xpaneHuu I1/1H:

- Aamunuctparopsl UCII/IH;

- AAMuHHCTpaTOp O€30MACHOCTH;

- Oniepatopsl APM;

- Texauueckue CIIELUATIACTHI o 00CITy>KUBAHUIO nepuepuitHoro
000py1I0BaHUS;

- [Iporpammuct-pazpadbotunk UCII/IH.

JlanHble 0 rpymnmnax Mnojb30BaTeisX, YpOBHE UX JOCTYINAa U UHPOPMUPOBAHHOCTHU
JnojkeH ObITh oTpaxkeH B IlonoxkeHue o0 pasrpaHUYeHUM TMpaB JOCTyna K

00pabaTbIBaeMbIM MIEPCOHAILHBIM JIAHHBIM.

4.1. Aamuuuctpatop UCIIAn

Anmvunnctparop HMCII[IH, coTrpyaHuk VYupexaeHus, OTBETCTBEHHBIH 3a
HAaCTPOUKY, BHEJPECHUE 151 COIPOBOXK/ICHUE NCITH. OGecrieunBaeT
dbyHkimoHupoBanue mnojacucremsl ynpasienus gocrynom MCII[x u ynomHomoueH
OCYLIECTBIIATh MPEAOCTABICHNE M PA3rpaHUYEHUE JOCTyNa KOHEUHOI'O IOJIb30BATEIIS
(Onepatopa APM) K sieMeHTaM XpaHsIIUM NIEPCOHANIbHbBIC IaHHBIE.

Anmunuctparop UCII/In obnagaeT cieayronmM ypoBHEM JOCTYIIA U 3HAHUIA:

- o0najaer moiHOM MHQpOpMANMEe O CUCTEMHOM U MPUKIATHOM MPOrPAMMHOM
ob6ecnieuenuu UCII/H;

- o0namaer moaHOM MHMOpMaIMeld 0 TeXHUYECKUX CPEJCTBAX U KOH(PUTypaluu
NCIIdx;

- IMEET JOCTYN KO BCEM TEXHHYECKUM CpeicTBaM 00paOoTku mHpopmaruu u
naaabiM UCI/IH;

- o0nmamaer mpaBaMu KOH(QUTYpUPOBAHUS W aJIMHHHCTPATUBHON HACTPONKH

texHudyeckux cpeacts UCIIJIH.



4.2. AamuHHCTpaTop 0€30I1aCHOCTH

AnmuHucTparop 0€30MacHOCTH, COTPYIHHUK YUpEXKIECHHs, OTBETCTBEHHBIN 3a
(YHKIMOHUPOBAHUE C3I11H, BKJIFOYast o0cCy’KUBaHHE 51 HaCTPOUKY
aIMHUHUCTPATUBHOM, CEPBEPHOM U KIMEHTCKOW KOMIIOHEHT.

AnmuHucTparop 0€30MacHOCTH 00JalaeT CIEIyIOUMM YpOBHEM J0CTyla H
3HAHUM:

- obnanaer npaBamMu Aamunuctpartopa UCIT/IH;

- obnanaet noiHou uHdopmarmen 06 UCIT/H;

- UIMEeT JOCTYIl K CpEeACTBaM 3allUThl MHQOpPMAIMU U MPOTOKOJIUPOBAHUS U K
yacTH KiroueBbix aaeMeHToB MCIT/IH;

- UMEET MpaBa JIOCTYyINa K KOHPUTYPUPOBAHUIO TEXHUUECKUX CPEACTB CETH.

AnamMuHUCTpaTOp 6€30MaCHOCTH YIIOJTHOMOYEH:

- peaTu30BbIBATh MOJUTHKKA OE€30MacCHOCTH B YaCTH HACTPOMKH MEKCETEBBIX
HKpPAHOB, B COOTBETCTBHHM C KOTOPBIMH TMojib3oBaTenb (Omepatop APM) mnomyuaer
BO3MOKHOCTbH paboTaTh ¢ anementamu UCTIH;

- OCYIICCTBJLATD ayAUT CPCACTB 3alIUTHI.

4.3. Onepatop APM
Omnepatop APM, coTpyaHuk YupexaeHus, OCYIIeCTBIsAIONMUNA oopadoTky [1/1H.

O6pabotka IIJIH BriIrOYaeT: BO3MOXKHOCTH mpocmotpa [IJIH, pyunoit BBOon II/IH B
cuctemy MCII[H, dopmupoBanue CrpaBOK U OTYETOB MO MH(POPMAIIHMH, MOTYYCHHON
u3 UCIIJ. Oneparop HE HMEET MNOTHOMOYMM [JIsi YOpaBJI€HUSA IOJCUCTEMaMu
06paboTku nanabIx U C3I1/]H.

Omneparop UCII/Ix o61agaeT ciaeayomuM ypOBHEM JOCTYIIA M 3HAHHMN:

- o0namaer BceMH HEOOXONMMBIMU  aTpuOyTamMu  (Hampumep, IMaposieM),
00eCIeunBaOIUMHU TOCTYI K HEKOTOPOMY MoaMHOXKecTBY [1]1H;

- pacojiaract KOH(l)I/II[eHI_II/IaHBHBIMI/I JaHHBIMH, K KOTOPBIM UMCCT OOCTYII.



4.4. TexHnyeckuil CeUAINCT MO 00CTYKUBAHUIO NepudepuiiHOro
000py10BaHUA

TexHuyeckuil CrneuuasucT Mo OOCIyKUBAaHUIO, COTPYAHHUK YUpexIAeHUs,
OCYIIECTBIISIET OOCIIy’)KMBaHUE M HACTpPOWKy nepudepuitnoro odopynoBanus MCII/IH.
TexHuueckuil creruanucT Mo OOCIyXUBaHUIO HE uMeeT noctyna K IIJ[H, He umeer
MOJIHOMOYHUM JIJIS1 yIIpaBieHuUs MojgcucTeMaMu 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

TexHuyeckuil crenuanTucT Mo OOCITYKMBAaHUIO O0NAaNaeT CICAYIOLUM YPOBHEM
JOCTYyIla ¥ 3HAHUM:

- o0najaer 4acTbio MHPOpPMALMKU O CUCTEMHOM U MPUKIAJHOM MPOrPaMMHOM
ob6ecrnieuennu UCII/IH;

- o0najaer yacteio MHGOpPMAIMM O TEXHUYECKUX CPEJICTBaX U KOHPUTypaluu
NCITH;

- 3HACT, 110 MEHbIIICH MCpPC, OAHO JICTAJIBHOC NMA NOCTYIIA.

4.5. THporpammuct-paspadorunk UCIIIn

[TporpaMMucThI-pazpaboTUUKH  (MOCTABIIMKH) MPUKIATHOTO ITPOrPaAMMHOTO
oOecrieueHusi, 0OECIIEUNBAIOIINE €r0 COMPOBOXKIEHUE HA 3amuiiaeMoM o0bekTe. K
JAHHOM TPYyIIE MOTYT OTHOCUTBCS KaK COTPYAHUKH YUPEKIEHHUSI, TAK U COTPYAHUKHU
CTOPOHHUX OPraHU3AIUN.

JInio 3ToM KaTeropuu:
- obnmamaer wHopMammedn 00 aaropuT™Max MW mOporpamMmax — oOpabOTKH

undopmanmu Ha UCITIH;

- o0Mamaer  BO3MOXKHOCTSMH ~ BHECEHHUS  OIMMOOK,  HEACKIapUPOBAHHBIX
BO3MOXHOCTEH, MPOrpPaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX MPOTPaMM B MPOTPAMMHOE
obecnieuenue CII/Ix Ha cTagum ee pa3paOOTKH, BHEIPESHUS U COMPOBOXKICHUS;

- MOKET pacmojiaraTh JIOObIMA (parmMeHTaMu HWHPOpPMAIMA O TOMOJIOTUU

UCTIJIH u TexHUYecKux cpenctBax obpabotrku u 3amuthl [1J{H, 0OpabaThiBaeMbIX B

UCTI/Tn.



5. TpeOoBaHus K nepcoHaxy no odecnevyeHno 3amurThbl [0

Bce cotpynnuku Yupexaenus, spistomuecs noias3oBarenamu UCIIIH, 10mKHbI
YETKO 3HATh U CTPOrO BHINOJHATHh YCTAHOBJIEHHBIE MPAaBUIa U 00S3aHHOCTH IO AOCTYITY
K 3allMIaeMbIM 00bEKTaM U COOIIOAEHUIO MPUHATOr0 pexuma 6ezonacuoctu 11J1H.

IIpy BCTymiIeHMM B JOJDKHOCTH HOBOTO COTPYOHHKA HEMOCPEICTBEHHBIN
HAaYaJIbHUK TMOApAa3/IeNieHHs, B KOTOPO€ OH MOCTyHaeT, 00si3aH OpraHu3oBaTh €ro
O3HAKOMJIEHHME C JIOJDKHOCTHOM MHCTPYKIMEH U HEOOXOAMMBIMH JOKYMEHTAMH,
perjaMeHTUpyromuMu TpedboBanus mno 3amure [IJIH, a Takxke oOyueHue HaBBIKAM
BBIMIOJTHEHUSI TPOLENYp, HEOOXOAMMBIX JJisi CAHKIIMOHMPOBAHHOTO HCIOJIb30BAHMS
NCIIAn.

CoTpyaHuK OJIKEH ObITh O3HAKOMJIEH CO CBeleHMsIMU HacTosimei [lonutukwy,
OpUHATHIX npoueayp padotsl ¢ anementamu UCTTIn u C3I1/IH.

CorpynHUKH  YUpeXIEHHs,  HUCIOJIB3YIOIIME  TEXHUYECKHME  CpEelCTBa
ayTeHTU(UKaluMK,  JIOJDKHBI ~ oOecredyrBaTh  COXPAHHOCTh  MJIEHTU(PHUKATOPOB
(anmexTpoHHBIX Kitouel) u He gomyckath HCJI k HUM, a Tak k€ BO3MOXHOCTb X YTE€pPHU
WIM HCHOJIb30BaHUsI TpeTbUMHU JunaMu. llonb3oBaTenu HECyT IEPCOHAIBHYIO
OTBETCTBEHHOCTbH 32 COXPAHHOCTh UJIEHTU(HUKATOPOB.

CorpynHUKH YUpexXAeHUs IOJDKHBI CIEJ0BAaTh YCTAHOBJIEHHBIM MPOLEAYpaM
nojyiepkanusi pexuma OesonacHoctd I1/IH mpu BEIOOpEe W MCIOJIB30BAaHUU TapOJICH
(ecru HE UCTIONIB3YIOTCS] TEXHUUYECKHUE CPEJICTBA ayTeHTU(DUKAIINN).

Cotpynuuku YUpexaeHHus JOJKHBI O0O0€CIeunBaTh HAAJIEKANIYI0 3allUTy
00OpyI0OBaHUs, OCTaBIsEMOro 0e3 MPHUCMOTpa, OCOOEHHO B TeX CiydasX, KOIrja B
IIOMEIIEHUE MMEIOT JIOCTYyIl ITIOCTOPOHHME auua. Bce monb3oBaTtesnn IOKHBI 3HATH
TpeboBanus 1o Oe3omacHoctu IIJ[H u mpoueaypsl 3amuTBl  000PYAOBAHMUA,
OCTaBJIEHHOro 0e3 MPUCMOTpa, a TAaKKe€ CBOU OOS3aHHOCTH MO OOECIEUEHHUIO TaKou
3aILUTBHI.

CoTpyaHukaMm  3ampemaeTcsi yCTaHABJIMBATh ITOCTOPOHHEE IPOrPAMMHOE
o0ecrniedyeHune, NOAKI0YATh JTUYHbIE MOOMIBHBIE YCTPOMCTBA U HOCUTENU MH(POPMAIIHH,

d TaK K€ 3aIIMChIBATh HA HUX 3allIUIACMYIO I/IHCI)OpMaI_II/IIO.



CoTpyaHuKaM 3amperiaercs pasriiamaTrh 3alldiaeMyro MH(OpMaIMio, KoTopas
CTaJla MM M3BECTHAa Npu padoTe ¢ HMHPOPMALMOHHBIMH CHUCTEMaMU YUpEKICHHUS,
TPETHUM JIMLIAM.

[Tpu padote ¢ I1n B UCII[H coTpyanuku YupexxaeHus oOs3aHbl 00eCneYnTh
OTCYTCTBHE BO3MOXHOCTU npocmotpa II/IH Tperbumu muamu ¢ MOHUTOPpOB APM nin
TEPMHUHAJIOB.

[Tpu 3aBepmiennn padotsl ¢ UCIIH coTpyaHuku o0s13anbl 3amutuTh APM nnmn
TEPMHUHAJIBI C TOMOMIBIO OJOKUPOBKM KIIOYOM WM SKBUBAJEHTHOTO CpeACTBa
KOHTPOJIs, HallpuMep, JOCTYIIOM IO MapoJito, €CIM HE UCMONb3YIOTCS 00Jee CUIIbHBIC
CpEJZICTBA 3allIUTHI.

Cotpynnuku YupexxaeHusi AODKHBI ObITh MpouH(OpMHUpOBaHBI 00 yrposzax
HapylieHus: pexxuma 6e3omnacHoctd [1JIH 1 OTBETCTBEHHOCTH 3a ero HapymeHue. OHu
JOJIKHBI OBITh O3HAKOMJIEHBI C YTBEPXKACHHOW (pOpMajbHOM MPOIEAYPO HATOKEHUS
JUCIUIUIMHAPHBIX B3BICKAHUM HA COTPYIHUKOB, KOTOpPbIE HAPYIIWINA MPUHATHIC
HNOJUTUKY U Ipoueaypsl 6e3onacHoctu [1/1H.

Cotpynauku o0si3aHbl 0€3 MpoMeJICHUS cO00IIaTh 000 BCeX HAOIIOaeMbIX WU
noao3puTenbHbIX ciaydasx padorsl MCIIJIH, morymmx mnoBiedb 3a cOOOH Yyrpo3bl
oesomacHoctu IIJ[H, a Takke O BBIABIEHHBIX MMM COOBITHUSX, 3aTParuBaOLINX
6e3onacHocTh [1/IH, pykoBOACTBY MoJpa3fiesieHuss U aJIMUHUCTpaTopy Oe30MacHOCTH

WCTI/Tn.



6. JoJuKHOCTHBIE 00s13aHHOCTH noJib3oBaresieit UCITIn

HomxHocTHbIe 00si3aHHOCTH monb3oBatTenedl MCII/IH ommcanbl B cienyromux
JOKYMEHTaXx:

- Uuctpykuus agmunanctparopa UCIT/IH;

- IHCTpyKIMsI OTBETCTBEHHOI'O 3a oOecnedyeHHue Oe30MacCHOCTH IEPCOHAIBHBIX
JAHHBIX;

- Unctpykuums nonp3oBarens UCII/IH;

- I/IHCTPYKI_[I/ISI MMOJb30BaTCJIA ITPHU BO3HUKHOBCHUHN BHCUITATHBIX CPITyaL[Plﬁ.



7. OtBercTBeHHOCTH COTPYAHUKOB UCII/IH Yupe:xkaenus

B cootBetrcTBHM co cT. 24 DenepanbHOro 3akoHa Poccuiickon ®@enepanuu ot 27
s 2006 Ne 152-03 «O mepcoHanbHBIX JaHHBIX» JIMIA, BUHOBHBIE B HAPYILICHHUU
TpeOoBaHuii JaHHOro @enepaibHOr0 3aKOHA, HECYT TPaXAaHCKYIO, YTOJOBHYIO,
aMUHUCTPATUBHYIO, JUCIUIUIMHAPHYIO u UHYIO IpPEe1yCMOTPEHHYIO
3aKoHOaTesbcTBOM Poccuiickont denepaiii OTBETCTBEHHOCTb.

HeiicTBytomiee 3akoHoAaTenbcTBO PD mo3BosisgeT npeabsaBiasTh TpeOOBaHUS IO
oOecrieueHuto 6e30nacHoOi paboThl ¢ 3amuinaeMoni nHpopmalre u npeaycMaTp MBaeT
OTBETCTBEHHOCTh 3a HApYyIICHHE YCTAaHOBJIEHHBIX NpaBWi 3Kciulyatauuu OBM u
CUCTEM, HEMPaBOMEPHBIM AOCTyn K WHGOpPMAIUHU, €CIU 3TU ACHCTBUS NPUBEIH K
YHUUTOXXEHHIO0, OJJOKUPOBAHUIO, MOAU(PUKAIIMKN UHGOPMAIIUN WM HAPYIIEHUIO PaOOThI
OBM wunu cereit (ctatbu 272,273 u 274 YK POD).

Anvunuctpatop  UCIIJln  w  agmuHucTpatop  0€30MACHOCTH  HECYT
OTBETCTBEHHOCTbH 3a BCE JIEUCTBHSI, COBEPIICHHbIE OT UMEHHU UX YUYETHBIX 3aluCced WM
CUCTEMHBIX VYUYETHBIX 3aliceil, eclidi He JoKa3aH (aKkT HECAaHKIHOHUPOBAHHOIO
UCITOJIb30BAHUS YUETHBIX 3aIIUCEN.

IIpy HapyumieHUsiIX COTpyJIHUKaMU YupexaeHus — mnonb3oBatenein MCIIAx
NpaBWI, CBs3aHHBIX C Oe3omacHocThio [I/lH, OHM HECyT OTBETCTBEHHOCT,
YCTAHOBJIICHHYIO JE€WCTBYIOIIMM 3aKOHOIATENbCTBOM Poccuiickoit Ddenepanuu.

[IpuBenenubie BbIMIe TpPeOOBaHHWS HOPMATUBHBIX JOKYMEHTOB II0 3alllUTe
uHbOpMAIIMK  JOJDKHBI  OBITh  OTpakeHbl B [lonokeHUsAX O ToJpa3aereHUsIX
yapexaeHus, ocymectpisiomux o0padorky I1/la B HCIIJIH u IOMIKHOCTHBIX
MHCTPYKIMAX COTPYJHUKOB Y UpEKICHNU.

Heobxomumo BHectm B I[lomoxkeHuss o moapasfaeneHUsX  YUpexaeHus,
ocymectBistonux obpabdorky I/l B MCIIJIH cBemeHnss o0 OTBETCTBEHHOCTH HX
PYKOBOIMTENEH W COTPYJHHKOB 3a pas3MlalleHWe M HECAaHKIHOHUPOBAHHYIO
Moaudukanuio (uckaxenue, damscudukammio) I1J[H, a Takxke 3a HempaBOMEpHOE

BMEIIATEIbCTBO B MPOIIECCHI UX aBTOMATU3UPOBAHHOI 00pabOTKH.



8. CHIHCOK HCI0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMATHMBHO-IIPABOBBIMM M METOJMYECKHMMH JOKYMEHTAaMH, Ha
KOTOpbIX Oazupyetcs HacTosee [lonoxenue ABIAOTC:

1. ®enepanbubiii 3akoH oT 27.07.2006 Neo 152-03 «O mepcoHaNbHBIX JaHHBIX)
(nanee — @3 «O nepcoHaIbHBIX TaHHBIX)»), YCTaHABIUBAIOIINI OCHOBHBIE MPUHIIUIIBI U
ycnoBuss oOpabotku IIJIH, mpaBa, 00S3aHHOCTM M OTBETCTBEHHOCTh YYaCTHUKOB
OTHOIIEHU, CBsI3aHHBIX ¢ 00padoTkoi I1/1H.

2. «ITonoxenune o0 obecrnieueHnr 0€30MACHOCTH MEPCOHATBHBIX JAHHBIX MPHU UX
00paboTke B MH(POPMALIMOHHBIX CHUCTEMax NEPCOHAIBHBIX IAHHBIX», YTBEPKICHHOE
IToctanoBnenunem IlpaBurensctBa PO ot 17.11.2007 Ne 781.

3. «llopsimok  mpoBeneHust  Kiaccupukaluu  MHPOPMAIMOHHBIX  CHUCTEM
NEPCOHANBHBIX TAHHBIX», YTBEpPkKIAEHHbIH coBMecTHBIM I[Ipukazom ®CTIK Poccun
Ne 55, ®CB Poccuu Ne 86 1 Munungpopmcesszu PO Ne 20 ot 13.02.2008.

4. «Ilonoxenne 00 O0OCOOCHHOCTAX OOpaOOTKH MEPCOHANBHBIX JIAHHBIX,
OCYyILECTBIsIEMO 0€3 HCIONb30BaHMUsI CPEACTB aBTOMATHU3ALUNY», YTBEPKIACHHOE
[ToctanoBnenuem IIpaButensctBa PO ot 15.09.2008 Ne 687.

5. «TpeboBaHus K MaTepUaIbHBIM HOCUTENISAM OMOMETPUUYECKUX MEPCOHAIbHBIX
JAHHBIX U TEXHOJOTMSM XPAaHEHUS TAaKUX JAHHBIX BHE HMH(OPMAIMOHHBIX CHUCTEM
MIEPCOHAJIBHBIX JTaHHBIX», yTBepkIcHHbIC [loctanoBinenuem IlpaBurenscTBa PO ot
06.07.2008 Ne 512.

6. HopmatuBHO-MeTOAMYECKHE  JOKYMEHTH ~ DefepasbHOM  CIIYXKOBI  TIO
TEXHUYECKOMY M 3KCIepTHOMY KOHTpoito Poccuiickoin @enepanuu (nanee - OCTIOK
Poccun) no odecneuenuto 6e3omacuoctu I1/1n npu ux oopadotke B UCII/In:

7. ba3oBasg Mozenp yrpo3 0€30MaCHOCTH MEPCOHAIBHBIX MJaHHBIX IpPU HUX
0o0paboTke B MHGOPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX TAHHBIX, YTBEPKIACHHAS 3aM.
nupekropa @PCTIK Poccum 15.02.2008.

8. MeTtonuka onpezieNieHus: akTyallbHBIX yTpo3 0€30MacHOCTH MEPCOHATIBHBIX
JaHHBIX IPU UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIbHBIX TaHHBIX,

yTB. 3am. qupekropa DCTIK Poccum 15.02.2008.



